
UBNDTiNH BINR PRude CONG HOA xA HOI CHiT NGHiA Vlf:T NAM
SO xAY DVNG DQclip - Til do - H~nh phiic

86:~'f /Qf>-8XD Binh Phuac, ngayo![Jthang 3 nam 2017

QUYETDJNH
Ban himh quy ch~ dam bao an toim, an ninh thong tin
trong ho~t dQng «ng d1}.ngCong ngh~ thong tin

cua SO'Xay d1!ng tinh Binh PhuO'c

Can ell Lu~t T6 ehlle ehinh quySn dia phuong ngay 19/6/2015;

Can ell Lu~t ban hanh van ban quy ph?m phap lu~t eua HDND, UBND
ngay 03/12/2004;

Can ell Lu~t Cong ngh~ thong tin ngay 29/6/2006;

Can ell Lu~t ViSn thong ngay 23/11/2009;

Can ell Lu~t Giao dieh di~n tu ngay 29/11/2005;

Can ell Nghi dinh s6 64/2007/ND-CP ngay 10/4/2007 eua Chinh phu vS
Ung d\l1lgeong ngh~ thong tin trong ho?t dQng eua eO'quan nha nuae;

Can ell Nghi dinh s6 90/2008INB-CP ngay 13/8/2008 eua Chinh phu vS
eh6ng thu rae;

Can ell Nghi dinh s6 77/20 12INB-CP ngay 05/10/2012 eua Chinh phu vS
sua d6i, b6 sung mQt s6 diSu eua Nghi dinh s6 90/2008IND-CP ngay 13/8/2008
eua Chinh phu vS eh6ng thu rae;

Can ell Nghi dinh s6 72/20 13INB-CP ngay 15/7/2013 eua Chinh phu vS
quan ly, eung e~p, su d\l1lgdieh V\lInternet va thong tin tren m?ng;

Can ell Thong tu s6 23/2011/TT-BTTTT ngay 11/8/2011 eua BQ truang
BQ Thong tin va TruySn thong quy dinh vS vi~e quan ly, v~n hanh, su dvng va
bao dam an toan thong tin tren M?ng truySn s6 li~u ehuyen dung eua eae eO'
quan Dang, Nha nuae;

Can ell Thong tu s6 27/2011/TT-BTTTT ngay 04/10/2011 eua BQ truang
BQThong tin va TruySn thong quy dinh vS diSu ph6i eae ho?t dQng Ung eUu Sl;l'
e6 m?ng Internet Vi~t Nam;

Thl;l'e hi~n QuySt dinh s6 63/QD-TTg ngay 13/01/2010 eua Thu tuang
Chinh phu vS vi~e phe duy~t Quy ho?eh phat triSn an tom thong tin s6 qu6e gia
dSn nam 2020;

QUYETDJNH:

Di~u 1. Ban hanh kern theo QuySt dinh nay Quy ehS dam bao an toan
thong tin trong ho?t dQng Ung dVng eong ngh~ thong tin eua So' Xay dl!llg tinh
BinhPhuae.
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Di~u 2. Chanh Van phong Sa, Truang cac phong ban, don vi tnrc thuQc
chiu trach nhi~m thi hanh Quy@tdinh nay kS til ngay kY.

NdinhQ.,p
-Nhu dieu 2 ;
-Luu:VT,
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UBND TiNH BINH pHl1dc CONG HOA xA HOI CHU NGHiA VIET NAM. . .sa xAY DlfNG DQc lip - TV do - H~nh phuc

Binh Phuac, ngayol/f thcmg 3 niim 2017

QUYCHE
Bao dam an toim thong tin trong ho~t dQng ung dyng cong ngh~ thong tin

cua SO'Xay dVng tinh Binh PhuO'c
(Ban hanh kem theo Quyit ainh s6: '!i¥It QD-SXD
ngayott thang J nam 2017 cua Sa Xay dvng)

CHUONGI
QUY DINH CHUNG

Di~u 1. Ph~m vi diSu chiOO

Quy ch~ mlY quy diOOvS nQi dung, bi~n phap bim dam an toan, an niOO
thong tin trong liOOV\fCUng dVng cong ngh~ thong tin (sau day gQi t~t la CNTT)
phvc V\l cho cong tac diSu haOOva quan Iy haOOchiOOOOanuac cua SO'Xay
d\ffig tiOOBiOOPhuac.

Di~u 2. D6i tUQ'llgap dVng Quy ch~ nay duQ'c ap dvng vm cit ca cac
phong, ban va cac don vi S\fnghi~p thuQc SO'Xay d\ffig tiOOBiOOPhuac.

Di~u 3. Giai thich til ngfr trong Quy ch~ nay, cac til ngfr duai day duQ'c
hieu OOusau:

1.An toan thong tin la s\f bao v~ thong tin va h~ th6ng thong tin traOObi
truy OO~p,su dVng, ti~t IQ,gian do~, sua d6i ho~c pha ho~i trai phep OO~mbao
dam tiOOnguyen v~n, tiOObao m~t va tioo kha dVng cua thong tin.

2. H? th6ng thong tin la t~p hgp thi~t bi phfin cUng, phfin mSm va co sO'dfr
li~u duQ'cthi~t I~p phvc vv mvc dich t~o I~p, cung cfip, truySn dua, thu th~p, xu
Iy, luu trfr va trao d6i thong tin.

3. Xam phr;zman toan thong tin la haOOvi truy OO~p,su dVng, ti~t IQ, lam
gian do~, sua d6i, lam sai I~ch chuc nang, pha ho~i trai phep thong tin va h~
th6ng thong tin.

4. Nguy co mdt an toan thong tin la OOUngOOan t6 ben trong ho~c ben
ngoai co kha nang aOOhuang tai tr~ng thai an toan thong tin.

S. Danh gia rui ro an toan thong tin la vi~c xac dinh, phan tich nguy co
mfit an toan thong tin co the co va d\f bao muc dQ, ph~m vi anh huang va kha
nang gay thi~t h~i khi xay ra S\fc6 mfit an toan thong tin.

6. Quan If; rid ro an toan thong tin la vi~c th\fc hi~n daOOgia rlii ro an
toan thong tin, xac diOOyeu cfiu bao v~ thong tin va h~ th6ng thong tin va ap
dVng giai phap phong, ch6ng, giam thieu thi~t h~i khi co S\f c6 mfit an toan
thong tin.
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7. M(lng hi khai ni~m chi m~ng viSn thong cB diOO,di dQng, Internet va
m~ng may tiOO.

8. Ph6n mJm aQc h(li la phfut mSm co kha nang gay ra ho~t dQng khong
biOOthuOng cho mQt phfut ho~c toan bQ h~ thfmg thong tin ho~c thgc hi~n sao
chep, sua d6i, xoa b6 trai phep thong tin luu tti'r trong h~ thBng thong tin.

fli~u 4. Cac hanh vi bi nghiem cam:

1. Ngan ch~n trai phap lu~t vi~c truySn tai thong tin tren m~ng; can thi~p,
truy OO~p,gay nguy h~i, xoa, thay d6i, sua chua, sao chep, lam sai l~ch trai phep
thong tin tren m~ng;

2. Can tra trai phap lu~t, gay aOOhuang t6i sg ho~t dQng biOOthuOng clla
h~ thBng thong tin ho~c can tra trai phap lu~t, gay anh huang t6i kha nang truy
OO~phgp phap Cllanguai su d\lllg t6i h~ thBng thong tin;

3. Tan cong, vo hi~u hoa trai phap lu~t lam mat tac d\lIlg clla bi~n phap
bao v~ an toan thong tin cho h~ thBng thong tin; lQ'id\lIlg sO'ha, di@mySu clla h~
thBng thong tin, tan cong, chiSm quySn diSu khi@ntrai phep dBi v6i h~ thBng
thong tin;

4. Phat tan thu rac, tin OOfuIrac, phAn mSm dQc h~i, thiSt l~p h~ thBng
thong tin gia m~o, lira dao;

5. LQ'id\lIlg m~ng d@truySn ba thong tin, quan di@m,thgc hi~n cac haOO
vi gay phuang h~i dSn an niOOquBc gia, tr~t tg, an toan xa hQi, lQ'iich quBc gia
tren m~ng; pha h~i khBi d~i doan kSt toan dan; tuyen truySn chiSn traOOxam
lugc, khling bB; gay h~n thu, mau thufin giua cac dan tQc, s~c tQc, ton giao va bai
ngo~l;

6. LQ'id\lllg m~g d@truySn ba trai phep tai li~u, hiOOaOO,am thaOOho~c
d~g thong tin khac OO~mkich dQng b~o 19c, dam 0, d6i trvy, tQi ac, t~ n~n xa
hQi, m~ tin di doan, pha ho~i thuAn phong, my tl,lCClla dan tQc; boi OOQ,gay thu
h~n, xam h~i t6i quySn va lQ'iich hgp phap Cllat6 chilc, ca OOan;

7. Cac haOOvi bi nghiem cam khac theo quy diOOCllaphap lu~t.

CHUONGII
NOI DUNG BAo flAM AN ToAN, AN NINH THONG TIN

fli~u 5. Cac bi~n phap quan ly ky thu~t cO'ban cho cong tac an toan, an
niOOthong tin

1. T6 chilc mo hiOOm~ng: Cai d~t, cau hiOO,t6 chilc h~ thBng m~ng theo
mo hiOOClients/Server, h~n chS su d\lIlg mo hiOOm~ng ngang hang. Khi thiSt
l~p,cac, dich,Vl,l tren moi truOng m~ng Internet, chi cung cap OOfrngchilc nang
thiet yeu OOatbao. dam duy ,tri ho~t dQng Clla h~ thBng thong tin; h~n chS su
d\lIlg chuc nang, cong giao tiep m~ng, giao thilc va cac dich Vl,lkhong cAnthiSt.

, 2. Quan ly h~ thBng m~ng khong day: diOOky 3 thang thay d6i m~t khftu
OOamtang cUOngcong tac bao m~t.
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3. Td chilc quan ly tai khoan: Cac tai khoan va dinh danh nguai dung
trong h~ th6ng thong tin, bao gam: t~o m6i, kich ho~t, sira ddi va lo~i bi>cac tai
khoan, dang thai td chilc kiSm tra cac tai khoan cua h~ th6ng thong tin it nhftt 6
thang 1 lfin thong qua cac cong C\lcua h~ th6ng. Huy tai khoan, quySn truy nh~p
h~ th6ng thong tin, thu hai l~i tftt ca cac tai san lien quan t6i h~ th6ng thong tin
d6i v6i can b9, cong chilc, vien chilc da chuySn cong tac, chftm dm hgp dang
lao d9ng.

4. Quan ly Logfile: H~ th6ng thong tin cfin ghi nh~n cac SlJki~n: qua trinh
dang nh~p vao h~ th6ng, cac thao tac cftu hinh h~ th6ng. Thuang xuyen kiSm tra,
sao lUll (backup) cac logfile theo timg thang dS lUll vSt theo doi, xac dinh nhUng
SlJki~n da xay ra cua h~ th6ng va h~n chS vi~c tran logfile gay anh huemg dSn
ho~t d9ng cua h~ th6ng.

5. Ch6ng rna d9C, virus: LlJa ch<,m,triSn khai cac phfin mSm ch6ng virus,
thu rac tren cac may chu, cac thiSt bi di d9ng trong m~ng va nhUng h~ th6ng
thong tin xung ySu nhu: cdng thong tin di~n tir, thu di~n tir, m9t cira di~n tir,...
dS phat hi~n, lo~i tm nhUng do~n rna d9c h~i (Virus, trojan, worms, ...) va h6 trQ'
nguai sir d\lng cM d~t cac phfin mSm nay tren may tr~m. Thuang xuyen c~p nh~t
cac phien ban (Version) m6i, cac ban va 16i cua cac phfin mSm ch6ng virus dS
bao dam chuong trinh quet virus cua cO'quan tren cac may chu, may tr~m luon
duQ'cc~p nh~t m6i nhftt, thiSt l~p chS d9 quet thuang xuyen it nhftt la h~ng tufin.

6. Td chilc quan ly tai nguyen: KiSm tra, giam sat chilc nang chia se thong
tin (Network File and Folder Sharing). Td chilc cftp phat tai nguyen tren may
chu theo danh m\lC thu m\lc cho timg phong/don vi tf1JCthu9C; khuySn cao
nguai sir d\lng can nh~c vi~c chia se tai nguyen C\lCb9 tren may dang sir d\lng,
tuy~t d6i khong duQ'c chia se toan b9 d clIng. Khi thlJc hi~n vi~c chia se tai
nguyen tren may chu ho~c tren may C\lCb9 nen sir d\lng m~t kh~u dS bao v~
thong tin.

7. Cac bi~n phap ky thu~t bao dam an toan cho Trang thong tin di~n tirl
C6ng thong tin di~n ill (g<;>it~t la trang web):

a) Xac dinh cftu truc thiSt kS trang web: Quan ly toan b9 cac phien ban
. cua rna nguan, ph6i hgp v6i don vi th\l'c hi~n dich Y\l hosting td chilc mo hinh
trang web hgp ly traM kha nang tftn cong leo thang d~c quySn. Yeu cfiu don vi
cung cftp dich V\l hosting phai cai d~t cac h~ th6ng phong v~ nhu tuang lira
(firewall), thiSt bi phat hi~n/phong ch6ng xam nh~p (IDS/IPS) & milc lIng d\lng
web (WAF- Web Application Firewall).

b) ThiSt l~p va cftu hinh cO'sa dfr li~u an toan:

- Luon c~p nh~t biin va 16im6i nhftt cho h~ quan tri cO'sa dfr li~u; sir d\lng
cong C\ldS danh gia, tim kiSm 16hdng tren may chu cO'sa dfr li~u;

- GO' bi>cac cO'sa dfr li~u khong sir d\lng;
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_ Co cac co chS sao luu dir li~u, tai li~u hoa qua trinh thay d6i d.u. truc
b&ngcach xay d\ffig nh~t leY CSDL vai cac nQi dung nhu: nQi dung thay doi, ly
do thay d6i, thai gian, vi tri thay d6i, ...

8. ThiSt l~p co chS sao luu va ph\lc h6i may chu, may tr~m
9. Xu ly khAn cAp:Khi phat hi~~ h~ th6ng bi tAn cong, thong qua Ca?dAu

hi~u nhu lu6ng, tin (traffic) tang len bat n&a, nQi dung trang chu bi thay doi, h~
th6ng ho~t dQng rAtch~m khac thuang, ... can th\fc hi~n cac buac co ban sau:

a) Buac 1 :Ng~t kSt n6i may chu ra khoi m~ng.
b) Buac 2: Sao chep logfile va toan bQdir li~u cua h~ th6ng ra thiSt bi lUll

tm (ph\lCV\lcho cong tac phan tich).
c) Buac 3: Khoi ph\lc h~ th6ng b&ngcach chuySn dir li~u backup mai nhAt

dS h~ th6ng ho~t dQng.
CHUONGIII

TRAeH NHIEMBAM BAo AN ToAN, AN NINH THONG TIN. ,

Bi~u 6. Trach nhi~in cua Lanh d~o don vi
1. Khi co S\f c6 ho~c nguy co mAtan toan thong tin, kip thai ap d\lllg mQi

bi~n phap dS kh~c ph\lc va h~n chS thi~t h~i; uu tien su d\lllg l\fc lUQ11gkYthu~t
an ninh thong tin cua don vi.

Twang hQ'Pco S\f c6 nghiem trQng vuqt qua kha nang kh~c ph\lc cua don
vi, phai bao cao ngay cho S6' Thong tin va Truy@nthong dS cung ph6i hgp xu ly.

2. T~o di@uki~n thu~n lQ'i cho cac co quan chilc nang tham gia kh~c ph\lc
S\fc6 va th\fc hi~n dung theo huang dfin.

3. Phan cong mQt bQ ph~n ho~c can bQ chuyen trach dam bao an toan
thong tin cua don vi; t~o di@uki~n dS cac can bQ ph\l trach an toan thong tin
duQ'chQct~p, nang cao trinh dQv@an toan thong tin.

Bi~u 7. Trach nhi~m cua can bQ cong chilc trong cac co quan, don vi
quan ly hanh chinh nha nuac.

1. Nghiem chinh chAp hanh cac quy chS nQi bQ, quy trinh v@an toan, an
ninh thong tin cua S6' cling nhu quy dinh khac cua phap lu~t, nang cao y thilc
canh giac va trach nhi~m bao dam an toan, an ninh thong tin t~i don vi.

2. Khi phat hi~~ S\f c6 phai bao ngay vai co quan cAp tren va bQ ph~n
chuyen trach CNTT de kip thai ngan ch~n, xu ly.

3. Hu6'ng ling, t~arri.gia cac chuong trinh dao t~o, hQi nghi v@an toan, an
ninh thong tin do cac cap to chuc.

CHUONGIV
KHEN THUONG, XU LY VI PH.;.M

Bi~u 8. Khen thu6'ng
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I.

Cac phong, ban, don vi tf\lC thuQc; cong chuc, nguai lao dQng thgc hi~n
t6t Quy che mlY dem l~i hi~u qua thiet thgc se dugc xem xet danh gia khen
thuOng.

Di~u 9. Xu ly vi ph~
Cac phong, ban, don vi tf\lC thuQc; cong chuc, nguai lao dQng co hanh vi

vi ph~m quy che nay thi tuy theo tinh chat, muc dQvi ph~m rna bi xu ly kY lu~t
theo trach nhi~m, xu ph~t hanh chinh ho~c hi troy CUlltrach nhi~m hinh SlJ'.Neu
gay thi~t h~i thi phai b6i thuang theo quy dinh cua phap lu~t hi~n hanh.

CHUONGV ..
DrEu KHoAN THI HANH

Di~u 10.Trong qua trinh thlJ'chi~n neu co phat sinh kho khan, vuOng m~c
c~n sua d6i, b6 sung cac phong ban, don vi kip thai bao cao v~ Van phong Sa
t6ng hgp trinh Lanh d~o sa xem xet, giai quyet. .
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